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AGENCY'S DISCUSSION AND ANALYSIS

ORGANIZATION — The South Carolina Department of Administration (Admin) is the central administrative agency for South
Carolina State government and was established July 1, 2015, in accordance with the South Carolina Restructuring Act of 2014
(Act 121). Marcia S. Adams serves as the Executive Director of Admin. As a Cabinet agency, Admin works closely with the
office of Governor Henry McMaster.
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To help Admin better accomplish its growing mission, the agency restructured existing programs to create the following two
new divisions during FY18:
¢ Division of Program Management (DPM):
o Consists of the Program Management Office (PMO), Admin Communications, legislative affairs, policy, and
agency training and development.
o Focuses on IT Shared Services, internal Admin support with project oversight, and strategic prioritization of
agency initiatives.
o Office of Technology and Information Services (OTIS):
o Consists of the Division of Technology Operations (DTO), the Division of Information Security (DIS), and the
Enterprise Privacy Office (EPO).
o Focuses on information technology, information security, and privacy under the leadership of a Chief Strategy
Officer.

2017-2018 STRATEGIC GOALS — To accomplish Admin’s long-term strategies, leadership identified five short-term strategic
goals to continuously improve products, services, and delivery methods to better meet the needs of all stakeholders. These
goals include:

1) Lead as a model of excellence and as a trusted partner in the administration of government services.
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2) Continuously improve products, services, and delivery methods to meet stakeholders’ and citizens’ needs.
3) Create an environment that encourages commitment to excellence by Admin employees.

4) Provide statewide resource management, analysis and training.

5) Through the Office of Executive Policy and Programs (OEPP) provide services that focus on client well-being.

2017-2018 ACCOMPLISHMENTS AND MILESTONES

Collaboration with Other Agencies — Part of Admin’s 2017-2018 mission was to serve other state agencies by leading
innovative efforts to provide secure, cost-effective, responsive, and standardized services so that those agencies can better

serve South Carolinians.

Some of Admin’s accomplishments achieved through collaboration with other agencies include:

e Reducing service costs for four key IT shared services.

* Helping six agencies begin migrating or fully migrate to the State Data Center to reduce spending and enhance
security.

* Establishing and implementing the statewide Information Security and Privacy Services (ISPS) contract.

¢ Partnering with five agencies to establish the Statewide Recruitment Initiative project including the development of
state recruitment brand and website.

* Provided consolidated administrative services to five agencies.

The following provides more details about these and other collaborative efforts, along with information about all of Admin’s
accomplishments.

The Statewide Strategic Information Technology Plan, Technology Operations, Information Security and Privacy — In
support of the Statewide Strategic Information Technology Plan’s recommended state agency transition to shared services,
Admin developed a process for high-level project oversight that can be applied to select high-value, high-sensitivity agency
projects. During the yearly IT data collection effort, agencies were asked to identify projects with a one-year or multi-year
value of more than one million dollars. Admin reviewed 350 IT plans that total $77 million and provided the Governor’s Office
and the General Assembly with recommendations for agencies’ IT budget requests totaling $84 million in recurring and $55

million in non-recurring funds.

Admin is also responsible for reviewing information technology plans of $50,000 or more or any requests involving
telecommunications. To make this function more efficient and effective, Admin partnered with a state contract vendor to
utilize an existing shared service offering to build a new IT planning system to replace the previous system created in 2002.
Admin accommodated the yearly IT Data Collection, which was again required by FY 2017-2018 Appropriations Act Proviso
117.121. Both complex functions were combined into one system, which replaced a labor-intensive process of maintaining
spreadsheets for agencies by introducing modern workflow components hosted on a secure and robust shared services
system. Additionally, the new system provides reporting capabilities that enhance the ability to make data-driven decisions.

To meet the requirements set forth in FY 2016-2017 Appropriations Act Proviso 117.133, Admin partnered with Gartner to
create a plan for Shared Services for the State of South Carolina. Part of that plan included the establishment of governance
groups. One of the recommended levels of governance is the Agency Relationship Management (ARM) Board, which is
comprised of 12 diverse agencies. The ARM Board assists with the development of delivery and support for shared services
offered by Admin. For example, the ARM Board met with Gartner and DTO to review and validate Admin’s service level
monitoring initiative, which will, for the first time, provide service quality metrics for shared services customers. In another
example, the ARM Board provided agency feedback during the development of a new information technology and data

collection tool.
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Strategic-focused governance groups continued to ensure agencies have a constant voice and input while working in
collaboration on key decisions. The Executive Oversight Group, Agency Work Group, Technology Work Group and the Security
and Architecture Review Board (SARB) meet at least quarterly to review processes, advise on key areas and help set the agenda

to advance the effort to transform the way in which information technology is acquired, consumed and managed by agencies
throughout the state.

Admin worked extensively to continue its year-over-year cost transparency project and implemented multi-year shared
services cost reductions for the following services Jan. 1, 2018:

Figure 1 - Summary of Service Cost Reductions

Service Name Reduction

DTO Storage 10%

DTO Archive Storage 82%

DTO Server Management 25% (Per Server)

DTO Virtual Servers 19% (Per Virtual Server)

These notable rate decreases will result in an overall estimated total savings of $800,000 during the next year which will lead
to a decrease in costs to agencies that utilize these services.

The SARB recommended and the Executive Governance Group adopted endpoint computing standards in October 2017. Since
that time, the standard has produced $390,000 in savings. Admin and SFAA also negotiated savings from the current National
Association of State Procurement Officials (NASPO) contract on the end-user computing devices and have saved approximately
40 percent per device.

Final adoption of the hyperconverged standard is expected during FY19. The SARB continues to work on an email standard while
work begins on a cloud standard.

This year, DTO helped the agencies below migrate fully or begin migration to the data center and participate in shared services:
® 5.C. Commission on Indigent Defense (CID)— DTO successfully completed the full migration of CID's servers, storage,
network and workstations in July 2017. The modern equipment prevented CID from realizing a significant capital
expense. CID also migrated its email to DTO's cloud-based email service, which provides additional data protections.
Updates and security patches are now applied to CID servers and workstations using DTO’s automated service. DTO's
managed service adds further layers of defense to CID’s systems while off-loading the administrative burden allowing

CID staff to focus on the agency’s mission.

e S.C. Commission for the Blind (COB)— DTO successfully completed the full migration of COB’s workstations, servers,
storage, and network components in October 2017. The servers and data storage moved to equipment located at the
State Data Center providing COB with greater physical security and data backup service to protect data availability.

® S5.C. Commission for Higher Education (CHE)— DTO successfully completed the full migration of CHE’s desktop (Dec.
2017), servers and storage (Jan. 2018), and data center network to shared services.

e S.C. Department of Probation, Parole, and Pardon Services (PPP)— DTO successfully completed PPP’s server and storage
environment migration to the State Data Center in October 2017. DTO and PPP have enjoyed close cooperation as
operational management of the environment transitions to DTO. The benefits already realized include improved server
monitoring, stronger anti-malware defense, greater data protection and the physical environment. The move to the
State Data Center helped PPP achieve compliance with the FBI’s security policy for Criminal Justice Information Services.

e S.C. Department of Health and Environmental Control (DHEC) — DTO executed pilot migrations for DHEC in July 2017
and August 2017. The DHEC environment continued to be very dynamic and the numbers of servers fluctuated.
Therefore, DTO began using a general division of the server and storage environment into five move groups. Over haif
of DHEC's server environment has been migrated to the State Data Center. Migration activities paused while DHEC
worked to consolidate and retire their server numbers. Final migrations are scheduled to be complete in the first half
of FY19.
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* 5.C. Department of Social Services (DSS) — DTO began working with DSS in early 2018. To date, the discovery portion of
the migration effort has been completed. Network connectivity for the migration has been established and the network
devices which will encrypt the data flow between DSS and DTO have been installed. Migration of the first pilot group
of servers is currently scheduled for early FY19.

DIS has had much success with the statewide Information Security and Privacy Services (ISPS) contract. Multiple agencies
leveraged this contract to conduct independent self-assessments. DIS will continue to develop the statewide assessment
initiative during FY19 to increase information security maturity. Admin and SC Cyber conducted the annual Cyber Symposium
in the fall of 2017. Panel discussions helped employees from 40 state agencies and 20 institutions of higher education learn to
use the ISPS contract to augment security efforts with approved vendor services.

In the spring of 2018, Admin completed the procurement for a broker specializing in cyber liability insurance. The broker is
actively engaged with Admin to determine the best coverage for the agency and identify a provider.

In alignment with the Information Security Professional Development program, approximately 70 vouchers were provided to
InfoSec staff representing multiple agencies. The effort produced an 87 percent course completion rate.

The Disaster Recovery solution and software management tool solicitations were published in 2017. The state required
extensive reworking of the Disaster Recovery RFPs due to changes in the procurement process for both a disaster recovery
hosting site and a disaster recovery software planning tool. The RFPs for both were awarded July 3, 2018, Implementation of a

statewide Disaster Recovery solutions will begin in FY19.

To increase the monitoring maturity of the Security Operations Center (SOC), which monitors and activates the State Computer
Security Incident Response Team (SC CSIRT) in the event of a security event, DIS neared completion of the effort to enhance
monitoring of 25 percent of state agencies per the SCDIS-210 Information Security Technology Coverage Measurement
Standards. Currently, all in-scope agencies have been submitted to the SOC for validation and procedures are in development

to create a repeatable process.

DIS engaged in the development of a statewide Vulnerability Management Program to cover 25 percent of agencies, including
current DTO managed customers and two pilot agencies. Once fully implemented, the state will benefit from a governance
model and operating procedure to identify, analyze, report and remediate vulnerabilities identified in the state’s information
system and data assets. Successful implementation of the Vuinerability Management program will provide the state with a well-
developed process for assessing system-level risk within the state enterprise environment.

Key objectives of this effort include the development of processes to support the following activities:

» Asset Inventory o Risk Assessment and Evaluation
¢ Patch Management » Exception Tracking and Compliance Reporting
* Vulnerability |dentification and Remediation ¢ System Baseline Configuration Standards

The implementation is part of the ongoing maturation of InfoSec processes across the state. In FY19, DIS will continue to support
program expansion throughout the state to increase coverage.

The DIS internship program was implemented this year. Interns start during a 12-week cycle to align with the semester dates.
For the first 12-week cycle DIS had two interns, one from the University of South Carolina (USC) and one from the Midlands
TechHire program. Both interns gained valuable experience. Upon completion of the 12-week internship, the USC intern
graduated and has obtained a full-time position. The intern from the Midlands TechHire program continues to learn and
contribute in the Information Assurance and SOC functional areas.

This year, EPO developed a web-based, data classification training module agencies can elect to use to train employees about
the requirement to inventory data holdings and classify data based on sensitivity in accordance with the State Data Classification
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Schema. The module will be accessible via the state learning management system, MySCLearning. The finalization and publishing
of the training content are scheduled to be completed in the fall of FY19.

Admin worked to develop a strategy to improve the effectiveness of the data protection awareness employee training model.
OTIS staff identified a strategy that improved the current training model, enabled continued quality training delivery and
redirected EPO staff to more operational and compliance related activities. EPO provided training events and awareness
materials to multiple audiences.

Communications — Admin engaged a web design company to rethink the way that IT shared services and agency support are
delivered via the web. The effort resulted in a new design that provides a simple, intuitive interface. This new approach will
allow agencies and citizens to reach important information and support mechanisms with fewer clicks. As the new design
delivers an end-user experience that exceeds the current site, the team decided to take a wholistic approach and expand the
project to bring the new design and capabilities to the remainder of Admin’s web presence. The team expects to redesign and
implement an entirely new Admin website during the next fiscal year.

Admin Communications partnered with the Division of State Human Resources (DSHR) and a senior marketing class from the
University of South Carolina during the fall of 2017 to develop a statewide recruitment marketing plan. The students conducted
a SWOT analysis and researched millennials and their perceptions of working for state government. The students provided some
valuable research and suggestions that Admin used as a starting point for the Statewide Recruitment Initiative, which began in
spring 2018. This effort included the creation of a statewide recruitment brand and website. Both will be launched in early FY

2019.

Admin Communications also worked with a vendor to build and populate the agency’s first intranet, utilizing SharePoint. The
site, which went live in late 2017, contains all agency policies, forms, newsletters and document templates.

To monitor and develop agency-wide training initiatives, Admin hired a statewide training coordinator in June 2018.

State Human Resources — Admin continued to focus on statewide recruitment and retention of employees to help job
seekers understand the importance of serving citizens through state jobs and the benefits of building a career in state
government.

As mentioned previously, DSHR and Admin Communications partnered to establish a statewide recruitment brand. An Admin-
led branding and messaging group worked to develop a statewide recruitment brand, which will be unveiled late summer
2018. The branding will be introduced with the state’s updated job search application and newly created statewide
recruitment website, The statewide recruitment toolkit will be rolled out with the statewide career website and updated jobs

portal in the first quarter of FY19.

Admin also focused on work force development, agency relations and resources, and human resource collaboration by
creating a model internship program toolkit. This toolkit was created by DSHR to assist agencies with establishing a viable
internship program to help identify possible future employees. The toolkit will be deployed during the first quarter of FY19.

DSHR developed an agenda for New Agency Head Orientation, which includes an overview of state government, an
introduction to state human resources, the state budget process and shared services opportunities. The agency head
orientation will be available in January 2019.

DSHR created standards for what human resources data should be entered in to SCEIS. Standards for data that must be
entered by agencies include: internal titles (a list of standardized internal titles), education (highest degree, certification, and
specific fields of study), certifications, government email, phone number, EPMS forms, emergency contact information,
organizational unit by functional areas, list of competencies, and dates on Infotype 41 (to include state service date, annual
leave accrual date, continuous state service, agency hire date, Family Medical Leave Act date and classification date).
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Standardized entry of data into SCEIS will allow for consistent reporting and the creation of dashboards to improve
management decision making.

DSHR completed and published the grievance committee online training. The course will be used to train the next group of
grievance committee chairs in the second quarter of FY19. DSHR also created and submitted for approval a draft of the
position description training. The overview of state government training is in development. Both trainings are expected to be
available for use in FY19.

Facilities Management and Property Services — As recommended in the Comprehensive Real Property Strategic Plan,

Admin’s Division of Facilities Management and Property Services (FMPS) began the process of consolidating operations and
maintenance costs for state buildings through a multi-agency contract for janitorial services. Admin worked closely with the
S.C. Departments of Employment and Workforce (DEW), S.C. Department of Motor Vehicles (DMV), the S.C. Department of
Commerce, the State Law Enforcement Division (SLED), DPS and D1J. Awards were made to qualified providers Dec. 1, 2017.

The Statewide Real Estate Plan Implementation Proviso 117.146 to implement the real estate executive order statewide was
included in the 2018-2019 Appropriations Bill. This proviso establishes a comprehensive central real property and office
facility management process to plan for the needs of state government agencies, seeks to achieve maximum efficiency and
economy in the use of state-owned, state-leased, and commercial leased facilities, and directs all state agencies to work with
Admin on all contracts, maintenance, facilities, and operations plans.

FMPS, the S.C Comptroller General’s Office, SCEIS, DTO, and Admin Services finance staff continued to fine tune the IT and
Real Estate GLA process. The team continues to improve expenditure classification regarding IT and Real Estate assets and the
appropriate method of capturing these expenditures to allow for benchmarking and data-driven decision making.

To enhance public and employee safety, and in conjunction with the Bureau of Protective Services, Admin implemented campus
wide security system upgrades at the Capital Complex and the Governor's Mansion. This included installing new cameras at
needed locations, replacing existing analog cameras with digital IP cameras, installing new servers, and building out a new, high
bandwidth video network.

Admin created a real property disaster recovery plan at the end of 2017. In the event of a natural or other disaster that would
cause a facility to be unusable for a period, Admin’s plan provides for the re-staging of office space based on the vital needs of
each department within the impacted agency. The plan includes 21 temporary locations

Port Royal — In late April 2016, the Port of Port Royal (Port) was transferred to Admin for the agency to sell, pursuant to S.C.
Code Section 54-3-7000. Prior to the transfer of the Port to Admin, the property had been for sale for 12 years. Following an
appraisal, public auction, and the necessary due diligence and negotiation period with the highest bidder (gross amount of
$9,005,000.00), the property closed Sept. 19-20, 2017.

State Agencies Support Services — This year, Admin’s Division of State Agencies Support Services (DSASS) conducted
outreach efforts to public agencies across the state with the purpose of introducing available programs and increasing
participation levels by entities. Staff members conducted one-on-one meetings, attended and presented at association and
trade meetings and conferences, and provided information for public agency publications. Those efforts resulted in:
* The addition of 24 new participants to its state and federal surplus property programs, 16 agencies to the GSA Fleet
Program, and 12 new law enforcement agencies to the 1033 Program.
e The addition of two new agencies to the Lease Fleet Program, 10 new customer agencies with 331 vehicles to the
Commercial Vendor Repair Program, and 21 agencies with 1,305 vehicles to the Fuel Card Program.
¢ The addition of courier service to 10 new agency locations.
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The South Carolina Enterprise Information System — The South Carolina Enterprise Information System (SCEIS) continued to
improve communication with users and stakeholders and streamline efficiencies for many of the system’s functions this year.
To enhance security within SCEIS, Admin underwent an extensive evaluation of all critical SCEIS operating systems. This
evaluation was performed by Deloitte and Touche with the assistance of SCEIS and staff from OTIS. As a part of this
evaluation, Admin installed the Onapsis Security Platform (OSP) tool across 10 SAP system landscapes. The OSP tool was
integrated with the QRadar tool to enable the DIS Security Operations Center (SOC) to perform continuous monitoring around
user activity and create alerts of any suspicious activity for further investigation and action. Admin, with the assistance of
Deloitte, also conducted an overall operational assessment of SCEIS, focusing on strategy, governance, organizational
structure, testing, documentation and service delivery. As a result, Admin is in the process of realigning business processes,
strengthening technical and functional skill sets, and improving customer delivery practices and models.

The SCEIS Data Entry Compliance Proviso 117.145, which requires Admin to develop and issue written SCEIS data entry
standards and guidelines for agency compliance, was included in the 2018-2019 Appropriations Bill. This proviso ensures state
agencies comply uniformly with these standards and guidelines as well as SCEIS data entry rules, standards, plans, policies,
directives, and guidelines established by Admin.

SCEIS continued to work with the S.C. State Treasurer’s Office (STO) to retire legacy systems and processes and move
functionality into SCEIS. The investment systems were successfully migrated into SCEIS. Currently, SCEIS is assisting the STO with
the migration of their check cutting processes to Wells Fargo Bank, the implementation of an investment management process

and other ancillary projects.

Admin is working with colleges and universities to migrate all human resources reporting to SCEIS and retire the HRIS system.
During FY19, The Citadel went live. Total conversion of colleges and universities is expected by December 2020.

Administrative Services — The Office of Administrative Services continued to develop shared services for all agencies’
administrative functions to include accounts payable. Admin currently provides administrative and payroll services to the
Confederate Relic Room and Military Museum, S.C. Aeronautics Commission, S.C. Educational Television, S.C. Conservation

Bank, and the Commission on Higher Education.

The Statewide Administrative Services Proviso 117.147 to provide to all agencies consolidated administrative services that
promote cost savings for the state was included in the 2018-2019 Appropriations Bill. This proviso allows all state agencies the
utilization of Admin services to promote cost savings, process integrity and other efficiencies, and to reduce duplication,
overlap and redundancies, or any combination thereof and to provide for consistency in transactions and processes and to
advance a statewide approach to agency administration. Services offered include but are not limited to financial and
accounting support, human resources support, payroll processing, and budget support.

Admin HR focused on the timely filling of critical agency positions and creating a career path to help retain employees. Admin
HR partnered with several technical colleges, made job postings available to students, and posted openings on the technical
colleges’ websites. Admin HR worked with several high school career centers and Goodwill’s “Joh Connections” to reach more
applicants. Admin HR also held a Health and Wellness Fair, as well as coordinated and sponsored annual flu shots,
mammograms, and overall health assessments and screenings for Admin employees.

Executive Budget Office and Capital Planning — The Executive Budget Office (EBO) updated budget guidelines to include
Agency Accountability Reports, trained agencies on the new guidelines and submission format, and integrated Agency
Accountability Reports into the budget development process and the Executive Budget book.

in December 2016, the Capital Budget Office (CBO) published and presented to the Joint Bond Review Committee and State
Fiscal Accountability Authority the reformatted Comprehensive Permanent Improvement Plan (CPIP), representing agencies’
and institutions’ assessments of capital needs for the next five years. Building on this process, the CBO adopted new standards
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for canvassing agencies and institutions both in terms of timing and format. Timing has been closely coordinated with
approval of the appropriation act and will be integrated with operating budget requests in 2017. The data collection process
has been enhanced to reduce administrative burden while also improving the collection of data integral to an informed
decision support process. These refinements are the early tenets of and form the basis for a longer term statewide capital

planning strategy.

The permanent improvement project manual was revised and reviewed by Joint Bond Review Committee staff and others. It
was also submitted to be included as information to the Joint Bond Review Committee at its August 2018 meeting. The revised
manual will be published on Admin’s website in FY19.

Office of Executive Policy and Programs — The Office of Executive Policy and Programs (OEPP) provides a wide variety of
essential services such as assistance to abused and neglected children, children with emotional and behavioral issues, victims
of crime, people with disabilities, veterans, and small and minority-owned businesses.

Once again, the General Assembly concurred with Admin’s recommendation that some components of OEPP, based on their
missions, be placed with agencies with more similar missions and functions and moved several programs within this division
based on statutory changes. As a result of Act 160 of 2018, the following programs will transition to the new South Carolina
Department of Children’s Advocacy in July 2019: Cass Elias McCarter Guardian ad Litem Program, Foster Care Review Board,
and the Continuum of Care for Emotionally Disturbed Children. This important legislation also eliminated and repealed the
Children's Case Resolution System and transferred the South Carolina Developmental Disabilities Council from Admin to an
agency deemed more mission appropriate by the governor.

Looking Ahead — Moving forward through the new fiscal year, collaboration remains Admin’s top priority to produce cost-
savings, efficiencies and secure services. Admin will continue building out IT shared services available to state agencies and
brokering contracts for shared services in other areas to help the state realize tremendous cost-savings. Some of those efforts
include:
*  Publishing the new Statewide Strategic Information Technology Plan that will help the state further protect data
assets, increase collaborative relationships among agencies and identify further cost savings.
e Evaluating how to best utilize cloud services for the state.

As Admin continues to utilize collaboration to accomplish its mission, two challenges remain: limited resources and the ability
and time it takes the state to make and adapt to changes.

State employee recruitment and retention is also a top priority for Admin. This fiscal year, Admin Services as well as DSHR will
strive to enhance statewide recruitment efforts through the launch of the state’s recruitment website, updated jobs portal
and strategic implementation of targeted recruitment fairs.

RISK ASSESSMENT AND MITIGATION STRATEGIES

Admin continues to meet with agencies for governance and decision-making on statewide initiatives. Many of Admin’s
statewide initiatives (Statewide Strategic Information Technology Plan, Statewide Real Estate Plan, lease and maintenance
agreements, etc.) continue to require the participation and compliance of state agencies. This collaboration on the front-end
increases agency participation and prevents potential negative impacts before they arise. Legislation has also helped mitigate
the risk of non-compliance; however, increased participation and compliance is vital to accomplishing these statewide
initiatives.
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